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Abstract
In this paper an implementation of Schoof-Elkies-Atkin algorithm
for counting points on elliptic curve over finite field of characteristic larger than 3 is presented. An overview of elliptic curve cryptography and mathematical background leading to the algorithm is
presented. Schoof’s algorithm was discussed, as well as major ideas
behind Schoof-Elkies-Atkin algorithm. Required modifications allowing usage of Atkin modular polynomials instead of classical ones are
explained. Results of Sage implementation are commented as well.
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1

Introduction

In this paper we investigate implementation of the fastest known algorithm
for counting the number of rational points on elliptic curves. The code developed in this project will be used for checking cryptographic safety of generated curves, and therefore we restrict ourselves to analyzing the curves
defined over finite field Fp , with p being large.
To the best knowledge of the author, this is the first open source SAGE
implementation of the SEA point counting algorithm. The algorithm was
developed for double-checking the correctness of existing implementations,
as well as in hope that it will be useful for studying interesting aspects of the
algorithm and trying out different upgrades. Author especially believes that
due to the fact that the code is easy to read and maintain, it will provide
good basis for further research.
This paper is organized as following. In section 2 we give basic definitions
and theorems, and show how elliptic curves can be used in cryptography
on an example of ElGamal cryptosystem. Then in section 3, we proceed
with outlining some more theory behind elliptic curves, and explain first
polynomial time algorithm for point counting. After that, in section 4, we
look at the theory of elliptic curves from another perspective, using tools
of complex analysis. Finally, in section 5, we introduce the reader to the
ideas behind Schoof-Elkies-Atkin algorithm, show how it can be coded, and
discuss its implementation. Furthermore, we discuss the special case of using
Atkin modular curves instead of originally proposed classical modular curves,
which give us significant improvement in performance. Finally, in section 6
we discuss the scope of the work done, and propose directions for further
research.

2

Basic definitions and properties

We start this chapter by giving a definition of an algebraic curve which can
be realized in a two-dimensional space. We use a symbol K to denote a field,
and K to denote an algebraic closure of K.
Definition 2.1. A plane algebraic curve over a field K is a set of points
1

P = (x, y) ∈ K × K satisfying
p(x, y) = 0,

(1)

where p is a polynomial in variables x and y (p ∈ K[x, y]).
The definition of an algebraic curve can be also given in higher dimensions.
These objects are known as skew-curves. For a curve that is lying in ndimensional affine space we need at least n − 1 polynomials in n variables,
and the polynomials must generate a prime ideal of Krull dimension 1. But
for cryptographic purposes study of plane algebraic curves is sufficient. In
fact, we restrict ourselves to a more specific setting.
Definition 2.2. On a plane algebraic curve over a field K, defined by the
polynomial p ∈ K[x, y], a point P = (x, y) ∈ K × K is called singular if and
only if its coordinates x and y satisfy
p(x, y) = px (x, y) = py (x, y) = 0,

(2)

where px and py are formal partial derivatives of polynomial p over variables
x and y. Curve that has no singular points is called non-singular.
Furthermore, we are interested only in polynomials p that are quadratic
in y and cubic in x. Major objects we will be working with are given by the
following definition:
Definition 2.3. An elliptic curve E over a field K, written as E/K, is a
non-singular, plane algebraic curve whose points P = (x, y) ∈ K × K satisfy
the following equation
E : y 2 + a1 xy + a3 y = x3 + a2 x2 + a4 x + a6 ,

(3)

where a1 , a2 , a3 , a4 , a6 ∈ K. We usually equate elliptic curve with the equation (3), which is called Weierstrass equation.
From definition 2.3 we se that we use notation E/K to denote that elliptic
curve has implicit equation over K[x, y], but we consider points to be in
algebraic closure K × K. Sometimes we want just to consider points P =
(x, y) with x, y ∈ L, where L is a field extension K ⊆ L ⊆ K. Hence, we
give a following definition:
2

Definition 2.4. Let E/K be an elliptic curve over a field K, and let L be a
field such that K ⊆ L ⊆ K. Then, an point P = (x, y) on the curve is called
L-rational point if and only if x, y ∈ L. Furthermore, we formally define
another point OE to be L-rational, which we call point at the infinity. The
set of all L-rational points is denoted as E(L).
The logic behind defining the point at infinity can be seen if we look at
elliptic curves as a projective varieties. For this, we see the curve as a set of
points in the projective n-dimensional space (x, y, z) ∈ P n (K) that satisfy
following equation
zy 2 + a1 zxy + a3 z 2 y = x3 + a2 x2 z + a4 xz 2 + a6 z 3 .

(4)

In case z ̸= 0, by changing the variables as (x, y, z) = ( xz , yz , 1) we get the
same equation (3). The only different point in P n (K) we get is when z = 0,
in which case the only solution is a point P = (0, 1, 0), which we denote with
0E .
Let us now try to simplify equation (4). We begin by defining isomorphisms between the elliptic curves:
Definition 2.5. Let L be a field extension K ⊆ L ⊆ K. Two elliptic curves
E1 /K and E2 /K are isomorphic over L(or L-isomorphic) if and only if
there exists a mapping between (x1 , y1 ) ∈ E1 /K and (x2 , y2 ) ∈ E2 /K defined
with:
x1 → u2 x2 + r, y1 → u3 y2 + u2 sx2 + t, 0E1 → 0E2 ,
(5)
where (r, s, t, u) ∈ L3 × L∗ .
From now on, we assume that characteristic p of the underlying field K
is prime to 6. Let us look at isomorphism
1
a3
L(x, y) → (x, y + (a1 x + )),
2
2

(6)

Then, a point (x, y) belongs to E if and only if (x1 , y1 ) = L(x, y) belongs to
E1 defined by :
b2
b4
b6
y12 = x31 + x21 + x1 + ,
(7)
4
2
4
3

where b2 = a21 +4a2 , b4 = 2a4 +a1 a3 and b6 = a23 +4a6 . Next, the isomorphism
L′ (x1 , y1 ) → (x1 +

b2
, y1 ),
12

(8)

maps points (x1 , y1 ) ∈ E1 to (x2 , y2 ) = L′ (x1 , y1 ) in a curve E2 given by
y22 = x32 −

c4
c6
x2 −
,
48
864

(9)

where c4 = b22 − 24b4 and c6 = −b32 + 36b2 b4 − 216b6 .
Thus, every elliptic curve over K is isomorphic to a curve with implicit
equation:
y 2 = x3 + ax + b,
with a, b ∈ K.
(10)
Unfortunately, the representative of a class of isomorphic curves given in (10)
is not unique. It is easy to see that for any u ∈ K ∗ elliptic curve in (10) is
isomorphic to a curve:
y 2 = x3 + au4 x + bu6 .
(11)
Anyway, there is a way to assign a value to equation (10) that will by shared
by all isomorphic curves and thus introduce some form of classification. Before we state how the curves can be classified, we introduce a curve that is
closely related to the one defined as in (10).
Definition 2.6. Let E/K be an elliptic curve defined over a field K by
Weierstrass equation (10) and let the characteristic of K be relatively prime
to 6. Then, an elliptic curve E d /K defined by Weierstrass equation
dy 2 = x3 + ax + b,

(12)

where d ∈ K is a non-square element of K is called quadratic twist of curve
E/K.
Equation (13) can be equivalently written as
y 2 = x3 + ad2 x + bd3 .

(13)

Curves E/K and E d /K√are not isomorphic over K, but they are isomorphic
over field extension K( d), and thus also over algebraic close K. Now we
define a value that all isomorphic curves or their quadratic twists have in
common.
4

Definition 2.7. Let E/K be an elliptic curve defined over field K by Weierstrass equation (10) and let K be a field of characteristic that is relatively
prime to 6. Then we assign to E/K a value
jE = 1728

4a3
,
4a3 + 27b2

(14)

which is referred to as j-invariant of a curve.
Importance of j-invariant can be seen from the following theorem:
Theorem 1. Let K be a field with characteristic relatively prime to 6. Then,
all isomorphism classes of elliptic curves E/K are, up to twists, uniquely
determined by the absolute invariants jE , and for every j ∈ K there exists
elliptic curve with absolute invariant j.
If K is algebraically closed then the isomorphism classes of elliptic curves
over K correspond one-to-one to the elements of K via the map E → jE .
Now that we simplified implicit curve equation, let us show how we can
assign a group structure to the set E(L), K ⊆ L ⊆ K. First, we define the
point at infinity OE to be neutral element of the group. Next, for P1 , P2 ̸=
OE , P1 = (x1 , y1 ), P2 = (x2 , y2 ) we define P1 ⊕ P2 = P3 (x3 , y3 ) as:
{ y −y
2
1
if x1 ̸= x2 ,
x2 −x1
2
λ=
3x1 +a
if x1 = x2 , y1 = y2
2y1
(15)
x3 = λ 2 − x2 − x1 ,
y3 = λ(x1 − x3 ) − y1 .
Finally, in case x1 = x2 and y1 ̸= y2 , we must have y2 = −y1 , and in this
case we define P3 = P1 ⊕ P2 to be neutral element 0E . Therefore, the inverse
element of P1 = (x1 , y1 ) can be written as :
− P1 = (x1 , −y1 ),

(16)

and we can thus define subtraction operation in elliptic curve group as
P1 ⊖ P2 = P1 ⊕ (−P2 ).
5

(17)

Elliptic curve assigned with thusly defined group structure forms commutative group. The structure E(L) can also be seen as a module over Z. To
show this, we define for some n ∈ N and some P ∈ E(L), the product nP to
be
nP = P ⊕ P ⊕ ... ⊕ P,
where we have n−1 additions in the previous equation. In case n is negative,
we define nP as nP = (−n)P . This gives us the mapping
[n] : E(L) → E(L),

[n](P ) = nP,

(18)

which will be extensively used in later chapers.

2.1

Elliptic curves in cryptography - ElGamal encryption

Group structure makes elliptic curves interesting for cryptographic purposes.
In abstract sense, the encryption procedure can be seen as a mapping between
space of possible messages1 A = {0, 1}∗ , f : A → A. It is desirable that for
a message m ∈ A encryption procedure is easy, so calculation of b = f (m) is
fast, but finding m given only knowledge of b is very hard (computationally
expensive). The setting and properties of such functions can be formalized,
and a function satisfying these is known as one-way function [14, ch. 2.1-2.3].
Existence of such a mapping is still an open question. Actually, finding at
least one function would prove that the complexity classes N P and P are not
equal. While existence of such functions is still not confirmed or refuted, there
have been numerous proposals for functions f that have been extensively
studied and are considered to be good candidates for use in cryptographic
systems.
The most common cryptosystems base complexity of finding an inverse of
their one-way functions on either a problem of factoring a large integer or on
a problem of computing discrete logarithm in finite cyclic groups. Factoring
large numbers presents a basis of celebrated RSA cryptosystem [20]. But
for us of interest will be cryptosystems that base their security on difficulty
1

Set A is here defined as a set containing all finite messages encoded as zeros and ones.

6

of finding discrete logarithm, such as ElGamal cryptosystem[10] and DiffieHellman protocol [7, 9].
Discrete logarithm problem can be described as following. Let us assume
that we are given finite group G and elements P, Q ∈ G such that Q ∈ ⟨P ⟩,
where ⟨P ⟩ ⊆ G is a cyclic finite group generated by P . Then, the problem of
finding a discrete logarithm consists in determining the integer n such that
nP = Q.
The difficulty of solving discrete logarithm problem depends significantly
on the representation of the group G or equivalently ⟨P ⟩, as noted by Avanzi
[1]. For example, in case G is additive group of Zl , the problem of discrete
logarithm is equivalent to finding a multiplicative inverse of P ∈ Z∗l , which
can be done very fast. Better choice for underlying structure G would be a
multiplicative group Z∗l . Actually, the research and experience has found that
carefully chosen elliptic curves provide very good level of security. The fastest
known approach for solving the discrete logarithm problem when G = E(Fp )
is Pollard-Rho algorithm [18], which is exponential in the size of input, as
discussed in [16, 17]. In comparison, big integers can be factored in subexponential time by general number field sieve algorithm (see for example
[19]). This means that cryptosystems based on elliptic curves can in fact use
smaller key sizes than the ones basing their security on integer factorization
schemes.
To illustrate this, we provide a comparison of key sizes between:
• FFC - finite field cryptography, such as Diffie-Hellman key exchange
and DSA,
• IFC - integer factorization cryptography, such as RSA, and
• ECC - elliptic curve cryptography, such as ElGamal scheme and elliptic
curve digital signature algorithm (ECDSA).
In table 1, taken from [3], we can spot the difference between the schemes.
From here, we can see that elliptic curve cryptography has significant advantage over other systems and should be preferred at least for implementation
in machines that have limited hardware resources.
Now, let us describe one popular method of choice for secure communication between two peers based on elliptic curve cryptography, that is known
7

Bits of security
80
112
128
192
256

FFC
1024 for public, 160 for private
2048 for public, 224 for private
3072 for public, 256 for private
7680 for public, 384 for private
15360 for public, 512 for private

IFC
1024
2048
3072
7680
15360

ECC
160-223
224-255
256-383
384-511
512+

Table 1: Comparison of key sizes for FFC - finite field cryptography, IFC integer factorization cryptography, and ECC - elliptic curve cryptography.
as ElGamal cryptosystem. As it is customary in the literature, we assume
that the communication is happening between two peers named Alice and
Bob. The algorithm can be explained for any cyclic group G, so we will
develop our discussion in this abstract setting, keeping in mind that usual
choice for G is G = E(Fp ), for the reasons explained before.
First step in the algorithm is generation of the keys. We assume that
Alice wants to initiate secure communication, so that any information being
sent to her is encrypted in such a way that only she can decrypt it. For this,
she needs to generate keys and explain the encryption procedure to the outer
world. She also needs to have private key that will be crucial for decryption
procedure. This phase is completed in following steps:
• Alice choses cyclic group G of order q and a generator g ∈ G.
• Alice choses x ∈ {1, 2, . . . , q − 1}. Chosen x is saved as a private key
and not revealed to the public.
• Alice computes h = g x .
• Alice publishes G, g, q and h to the public.
The published information is enough for encryption, that can be done by
Bob in the following steps:
• Bob choses random y ∈ {1, 2, . . . , q − 1}, and calculates c1 = g y .
• Bob calculates shared secret s ∈ G as s = hy = (g x )y = g xy .
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• Bob maps data m he wants to send by injective function to group G.
The mapped information is denoted with m′ .
• Bob calculates c2 = m′ · s.
• Bob sends the ciphertext (c1 , c2 ) to Alice over potentially insecure channel.
It is also important to remark that new random y needs to be generated
every time this procedure is called, since malicious user can easily find hy in
case he knows m′ . The decryption procedure works as follows:
• Alice calculates shared secret s = cx1 = (g y )x = g xy .
• Then Alice can calculate m′ = c2 · s−1 . Inverse of s in G can be
calculated efficiently in at most O(log(q)) operations. From m′ , Alice
can then reconstruct sent information and get m.
We finish the section by a remark that elliptic curve must be chosen very carefully for achieving wanted level of security. In case this is not accomplished,
various subexponential time algorithms for solving discrete logarithm problem can be applied that could compromise security of the scheme. Some of
the interesting ways to exploit vulnerability can be found in [2] and [11]. One
of the concerns is that the order of elliptic curve group will be divisible by
small primes. Ideally, we want to pick a curve which group will be cyclic,
i.e. its cardinality is a very big prime. In particular, given a curve with its
coefficients, we might ask ourselves how can we efficiently compute its order.
The answer will be given in the following chapters.

3

Schoof’s algorithm

Schoof’s algorithm is the first polynomial time algorithm for counting the
number of points on an elliptic curve E/Fp . In the following two sections
we give theoretical introduction to the necessary concepts, and then proceed
and explain the algorithm in the final part of this chapter.

9

3.1

Torsion group

Definition 3.1. Let E/K be an elliptic curve and let n ∈ N. Kernel of the
mapping [n]
E[n] = {P ∈ E(K) | [n]P = OE }
(19)
is called n-torsion group. Elements P ∈ E[n] are called n-torsion points.
Following theorem shows that torsion groups have very simple structure,
which makes them suitable for use in algorithms.
Theorem 2. Let E/Fp be an elliptic curve over a finite field Fp , and let n
be an integer relatively prime to p. Then, the n-torsion group E[n] satisfies
E[n] ∼
= Zn × Zn .

(20)

For latter study we will also need following theorem:
Theorem 3. Let E/Fp be an elliptic curve over a finite field Fp . Then, for
a prime ℓ ̸= p, ℓ-torsion group E[ℓ] = Zℓ × Zℓ has exactly ℓ + 1 cyclic groups
Ci , i = 0, ..., ℓ, and for every i we have |Ci | = ℓ.
Proof. From theorem 2 we know that E[ℓ] is generated by two points P0 , P1 ∈
E[ℓ] of order ℓ. Now, let us define Pi = [i − 1]P0 ⊕ P1 , i = 2, 3, ..., ℓ and show
that ⟨Pi ⟩ are all cyclic subgroups of E[ℓ].
First, by using the fact that elliptic curve group is commutative, we have
that
ℓPi = ℓ((i − 1)P0 ⊕ P1 ) = ℓ(i − 1)P0 ⊕ ℓP1 = 0E ,
(21)
and thus |⟨Pi ⟩| = ℓ. Let us now show ⟨Pi ⟩ ∩ ⟨Pj ⟩ = {0E } for i ̸= j. We argue
by reduction to absurd. If there are two i, j ∈ {0, 1, . . . , ℓ}, i ̸= j such that
⟨Pi ⟩ ∩ ⟨Pj ⟩ = P ̸= 0E , then
P = aPi + bPj = a((i − 1)P0 ⊕ P1 ) ⊕ b((j − 1)P0 ⊕ P1 )
= (a(i − 1) + b(j − 1)P0 ) ⊕ (a + b)P1 .

(22)

Now, because P0 and P1 are linearly independent, we have that
a(i − 1) + b(j − 1) ≡ 0 (mod ℓ),
a + b ≡ 0 (mod ℓ),
10

(23)

from where directly follows i ≡ j ( mod ℓ). Finally, in case there exists
any other cyclic group C different from Ci , it will be generated by a point
ℓ
∪
P ∈ E[ℓ]. But since it is easy to see
Ci = E[ℓ], we know that P ∈ Ci for
some i = 0, ..., ℓ, and thus ⟨P ⟩ = Ci .

3.2

i=0

Division polynomials

Definition 3.2. For m ∈ N0 , we define m-th division polynomial ψm ∈
Z[x, y, a, b] by a recurrent formula:
ψ0 =0,
ψ1 =1,
ψ2 =2y,
ψ3 =3x4 + 6ax2 + 12bx − a2 ,
ψ4 =4y(x6 + 5ax4 + 20bx3 − 5a2 x2 − 4abx − 8b2 − a3 ),
..
.
(
)
ψm
2
2
ψ2m =
(ψm+2 ψm−1
− ψm−2 ψm+1
),
m ≥ 3,
2y
3
3
ψ2m+1 =ψm+2 ψm
− ψm−1 ψm+1
,

(24)

m ≥ 2.

Let us comment that we also need to make sure that ψ2m is well defined
by our definition. For this, the numerator in equation for ψ2m needs to be
divisible by 2y. This is indeed true, and can be easily proven by induction.
Division polynomials have close connection with the elliptic curve E/Fp
given by implicit equation y 2 = x3 + ax + b, as can be seen from the following
theorem:
Theorem 4. Let m be a nonnegative integer, and let E/Fp be an elliptic
curve given by Wierstrass equation (10). Also, let us denote with f (x) =
x3 + ax + b the right hand side of Wierstrass equation. Now, we define with
fm a polynomial in the ring Fp [x, y]/⟨y 2 − f (x)⟩ by
{
fm (x, y) =

ψm (x, y)
ψm (x, y)/(2y)
11

if m odd,
if m even.

(25)

Then, the polynomials fm (x, y) are well defined, and have following properties:
• fm depends only on x.
• The degree of fm in x is smaller or equal than (m2 − 1)/2 for m odd,
and smaller or equal than (m2 − 4)/2 for m even. In case p is relatively
prime to m for m odd, or relatively prime to m/2 for m even, the
bounds are exact.
• Let P ̸= 0E be a point on elliptic curve E/Fp . Then P = (x, y) ∈ E[m]
if and only if fm (x) = 0.
Proof. The fact that polynomials are well defined can be proven by induction.
For this, we assert that ψm belongs to Fp [x]/⟨y 2 − f (x)⟩ for m ≤ 4. Then,
using recurrence relations (24) and fact that y 2 = f (x) (mod y 2 − f (x)) we
have that for m > 4:
{
3
3
if m odd,
− 16f (x)2 fm−1 fm+1
fm+2 fm
(26)
f2m+1 =
2
3
3
16f (x) fm+2 fm − fm−1 fm+1
if m even,
and
2
2
f2m = fm (fm+2 fm−1
− fm−2 fm+1
).

(27)

Thus, by induction we see that fm is well defined and also by induction we
can see that it depends only on x. The second and third point are resulting
from the construction of division polynomials. The proof of these points can
be found in [15, pp. 33-34].
We see that all points in E[n] can be characterized by division polynomi∪
als, since they can be expressed as elements of the set E[n] = 0E {(x, y) ∈
Fp × Fp | y 2 − f (x) = 0, fn (x) = 0}. Division polynomials have another nice
property, as it is shown in the following theorem:
Theorem 5. Let P = (x, y) be a point on the elliptic curve E/K given by the
implicit equation E : y 2 = x3 +ax+b. Then, for n ∈ N and P = (x, y) ̸∈ E[n]
we have
)
(
2
2
− ψn−2 ψn+1
ψn−1 ψn+1 ψn+2 ψn−1
(28)
[n]P = x −
,
ψn2
4yψn3
12

Proof. We refer to [15] for details.
Now, with this knowledge we can proceed to the next section, in which
main algorithm of this chapter is explained.

3.3

Schoof’s algorithm

In this section we provide a quick description of the Schoof’s algorithm. For
more detailed discussion, we refer to [5] and [21].
Definition 3.3. Let E/Fp be an elliptic curve defined over finite field Fp .
Then the mapping:
ϕp : E/Fp → E/Fp ,

ϕp (x, y) = (xp , y p ),

ϕp (0E ) = 0E ,

(29)

is called Frobenius endomorphism.
It is trivial to prove that Frobenius mapping acts as an automorphism on
E/Fp . The relationship between Frobenius endomorphism and |E(K)| can
be seen from the following theorem:
Theorem 6. Let E/Fp be an elliptic curve with p being a prime and p >
3. Then, Frobenius endomorphism ϕp defined on E/Fp satisfies following
equation:
ϕ2p ⊖ [t]ϕp ⊕ [p] = 0E .
(30)
The number t ∈ Z is called the trace of Frobenius endomorphism, and it
satisfies
|E(Fp )| = p + 1 − t.
(31)
From this theorem we see that determining |E(K)| is equivalent to finding
the trace of Frobenius endomorphism. The value of t is bounded with:
√
|t| ≤ 2 p,

(32)

which is known as Hasse bound. But even under this bound, value |t| of
elliptic curves used in cryptography is too large for direct computation. The
strategy of Schoof’s and SEA algorithm is to compute value of t modulo
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small primes ℓ, and then to reconstruct t using Hasse bound and Chinese
remainder theorem. From now on, value t (mod ℓ) will be denoted as tℓ .
We first explain how we can find value of tℓ for ℓ = 2. In this case, since
|E(Fp )| = p + 1 − t, and because we assume p > 3, we know that t will be
even if and only if |E(Fp )| is even. And |E(Fp )| is even if and only if it has a
point of order two. This happens only if there is a point P = (x, 0), x ∈ Fp
which satisfies Wierstrass equation. This is then equivalent to polynomial
f (x) = x3 + ax + b having a root in Fp , which be quickly checked with
gcd(x3 + ax + b, xp − x) ̸= 1.
Now we assume that ℓ > 2 and explain how we treat this case.
Theorem 7. Let E/Fp be an elliptic curve over finite field Fp , with p > 3.
Then, the reduction of Frobenius endomorphism to ℓ-torsion group E[ℓ] with
ℓ ̸= p and ℓ being a prime satisfies:
ϕ2p ⊖ [tℓ ]ϕp ⊕ [pℓ ] = 0E ,

(33)

where tℓ = t (mod ℓ) and pℓ = p (mod ℓ).
From here, the strategy is to find tℓ by checking for which tℓ equation (33)
holds for all points in E[ℓ]. The idea of Schoof is to write point P ∈ E[ℓ] as
P = (x, y), where x and y are not known beforehand, and use the fact that
fℓ (x) = 0 and y 2 − x3 − ax − b = 0 for such chosen (x, y). Then, we can use
formulas for additions in group, leave x and y as variables, and work with
polynomials in Fp [x, y]/⟨y 2 − f (x), fℓ (x)⟩. Finally, for some unique tℓ ∈ Fℓ ,
equation (33) will reduce to trivial one in this ring.
Let us give a bit more details on this procedure. First, we rewrite equation
(33) as
ϕ2p ⊕ [pℓ ] = [tℓ ]ϕp .
(34)
As we have said, we start by assuming that we are working with some generic
non-trivial point P ∈ E[ℓ], P = (x, y). Since the left hand side of equation
(34) does not depend on tℓ , we can calculate it before we start a search for
2
2
values of tℓ . First, we need to compute ϕ2p (x, y) = (xp , y p ) in Fp [x, y]/⟨y 2 −
f (x), fℓ (x)⟩. Since all polynomials occuring in this discussion are members
of Fp [x, y]/⟨y 2 − f (x), fℓ (x)⟩, we will always assume that the results of our
calculations will be of form (r1 (x), yr2 (x)), where r1 (x), r2 (x) are rational
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functions, because every time we encounter y 2 we can change it with f (x).
2
2
Thus, we find ϕ2p (x, y) = (xp , y p ) = (p1 (x), yp2 (x)) by calculating:
p1 (x) ≡ xp
p2 (x) ≡ x

2

(mod f (x)),

(p2 −1)/2

(mod f (x)).

(35)

These calculations can be done in O(log(p)) operations by using square-andmultiply algorithm. Next, we calculate the point [pℓ ](x, y) by using division
polynomials :
(
)
ψpℓ −1 ψpℓ +1 ψpℓ +2 ψp2ℓ −1 − ψpℓ −2 ψp2ℓ +1
[pℓ ](x, y) = x −
,
.
(36)
ψℓ2
4yψp3ℓ
We can see that for pℓ = 1, equation (36) is not well defined. But in this
case we have that [1](x, y) = (x, y). So, we can assume we have calculated:
(
)
g1 (x) g2 (x)
2
ϕp (P ) = (p1 (x), yp2 (x)),
[pℓ ]P =
,y
,
(37)
h1 (x) h2 (x)
with p1 , p2 , g1 , g2 , h1 , h2 ∈ Fp [x]/⟨fℓ ⟩. Now, we differ between three possible
cases:
• ϕ2p (P ) ⊕ [pℓ ](P ) = 0E . By using definition of inverse in an elliptic curve
group, we see that this happens if
p1 (x)h1 (x) = g1 (x),

p2 (x)h2 (x) + g2 (x) = 0.

(38)

In this case, we obviously set tℓ = 0.
• ϕ2p (P ) ⊖ [pℓ ](P ) = 0E . This case can be recognized by
p1 (x)h1 (x) = g1 (x),

p2 (x)h2 (x) = g2 (x).

(39)

In this case, we have that ϕ2p (P ) ⊕ [pℓ ](P ) = [pℓ ](P ) ⊕ [pℓ ](P ) =
[2pℓ ](P ), and thus
[ from
] (33) we have [tℓ ]ϕp (P ) = [2pℓ ](P ), or equivalently ϕp (P ) = 2ptℓℓ (P ). Then, finding the value tℓ is equivalent to
finding an eigenvalue of Frobenius endomorphism λ = 2ptℓℓ ∈ Fℓ . Since
we have already computed (xp , y p ), all we need to check now is which
15

λ satisfies ϕp (P ) = (xp , y p ) = [λ](P ) = [λ](x, y), by checking for which
λ following equation is satisfied:
(
)
2
2
− ψλ−2 ψλ+1
ψλ−1 ψλ+1 ψλ+2 ψλ−1
[λ](x, y) = x −
,
= (xp , y p ). (40)
ψλ2
4yψλ3
or equivalently:
(x − xp )ψλ2 − ψλ−1 ψλ+1 = 0,
2
2
− 4y p+1 ψλ3 = 0,
− ψλ−2 ψλ+1
ψλ+2 ψλ−1

(41)

in Fp [x]/⟨fℓ , y 2 − f (x)⟩.
• ϕ2p (P ) ⊕ [pℓ ](P ) ̸= 0E and ϕ2p (P ) ⊖ [pℓ ](P ) ̸= 0E . Then, by using
)
(
g3 (x)
,
y
,
group law, we can calculate expression ϕ2p (P )⊕[pℓ ](P ) = hg44(x)
(x)
h3 (x)
(
)
2
2
ψ
ψ
−ψ
ψ
and check if it equates [tℓ ](P ) = x − ψn−1ψψ2 n+1 , n+2 n−14yψ3n−2 n+1 , by
n
n
equating first and second coordinates, multiplying equality by denominators and checking it in Fp [x]/⟨fℓ (x)⟩. Note again that we do not
need to care for formal variable y, since second coordinate will be always expressed as y · r(x), with r being a rational function.
We remark here that for better performance all calculations can be done
just for the first coordinate. When the match is found, we know that we have
found a candidate τ for which it is either τ = tℓ or τ = ℓ − tℓ . Then we can
quickly check whether equality holds for second coordinate as well, in which
case we accept τ as a value of tℓ , and otherwise we take tℓ = ℓ − τ .
Described algorithm is particularly important because it is the first polynomial time algorithm for counting points on elliptic curve. But, as noted by
Schoof in [22] it is actually too slow for practical purposes. The bottleneck
of the presented algorithm comes from the fact that degrees of the division
polynomials ψℓ grow very fast, and thus all computations in Fp [x]/⟨fℓ (x)⟩
are very slow.

4

Complex analysis look at elliptic curves

Elliptic curves can be also analyzed by using techniques of complex analysis.
This comes from the fact that elliptic curves defined over complex field C are
16

in bijective correspondence with lattices. Here we briefly state results needed
for developing SEA algorithm, while more thorough study of these relations
is given in [24].

4.1

Lattices

First, we begin with a definition of lattice.
Definition 4.1. Let w1 , w2 ∈ C be R−linearly independent. Then the set
Λ = w1 Z + w2 Z is called a lattice.
Of fundamental importance for connecting theory of lattices with elliptic
curves is Weierstrass ℘ function.
Definition 4.2. Let Λ ⊂ C be a lattice. Weierstrass elliptic function ℘ is
defined by the series:
∑
1
1
1
℘(z, Λ) = 2 +
− 2
(42)
2
z
(z − w)
w
w∈Λ\{0}

The connection of Weierstrass function with elliptic curves can be seen
from the following theorem.
Theorem 8. Let E/C be an elliptic curve given by the Weierstrass equation
(3). Then there exists a lattice Λ ⊂ C such that the map:
{
z+Λ→

C/Λ → E/C
(xΛ , (℘′ (z) − a1 xΛ − a3 )/2) if z ̸∈ Λ,
0E if , z ∈ Λ

(43)

a2 +4a

where xΛ = ℘(z) − 1 12 2 is a bijection. Conversely, for every lattice Λ there
is an unique curve E/C such that the above map exists.
Proof. We refer to [24, page 161].
In special case a curve is given in form (10) map from the previous theorem
can be expressed as
z + Λ → (℘(z), ℘′ (z)/2)
(44)
From the previous theorem we can see that to the every lattice Λ we can
associate an elliptic curve E/C and vice-versa. Also, by investigating action
of isomorphisms on the group of E/C we can prove the following result:
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Theorem 9. Let Λ, Λ′ be two lattices, and EΛ , EΛ′ elliptic curves corresponding to them. Then, the elliptic curves EΛ , EΛ′ are isomorphic if and
only if Λ = cΛ′ for some nonzero c ∈ C.
Proof. Proof can be found in [24, page 161].
Since it is enough to look at the class of isomorphic curves for counting the
points rather than at one curve specifically, we might be interested to find a
canonical representation of a lattice corresponding to the class of isomorphic
curves. It is not hard to prove that using homogeneous transformation z → cz
class of isomorphic curves can be uniquely represented by a lattice Λ =
Z + τ Z, where τ ∈ H = {z ∈ C | Im(z) > 0}.
In (14) we showed how to define j-invariant in function of coefficients
from elliptic curve equation. Here we see that the class of isomorphic curves
can be also defined with a lattice Λτ = Z + τ Z. We will now give a definition
of j-invariant by using lattice representation of elliptic curve. For this, we
define Z[[q]] to be a ring of formal Laurent series over Z, and define in this
ring following series:
∞
∞
∑
∑
nq n
n3 q n
E2 (q) = 1 − 24
,
E
(q)
=
1
+
240
,
4
1 − qn
1 − qn
n=1
n=1
∞
∑
n5 q n
E6 (q) = 1 − 504
.
n
1
−
q
n=1

(45)

Then, j-invariant can be defined equivalently in given complex lattice Λ =
Z + τ Z by the formula:
)
(
E43 (q)
1
j(q) = 1728
=
+ 744 + 196884q + 21493760q 2 + ..., (46)
3
2
E4 (q) − E6 (q)
q
where q = e2iπτ .

4.2

Isogenies

In this chapter we define mappings between elliptic curves that respect group
operations. We give only basic definitions and theorems. For more detailed
study we refer to Silverman’s textbook [24].
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Elliptic curves can be seen as algebraic varieties, meaning that they are
solutions to a set of polynomial equations. On the set over which algebraic
varieties are defined we can introduce Zariski topology, in which all sets that
are solutions to a system of a polynomial equations are closed, and open sets
are defined as complements to these sets.
Definition 4.3. A map between two algebraic varieties f : X → Y is regular at a point x ∈ X if there is a neighborhood U ∋ x and neighborhood
V ∋ f (x), such that f (U ) ⊆ V and f : U → V is polynomial mapping. The
mapping f is called regular if and only if it is regular in every point x ∈ X.
In other words, if we look at the elliptic curves as manifolds we say that
a mapping between two elliptic curves is regular if and only if it can be
represented as polynomial in local coordinates. Now, we can define a class
of regular functions of particular importance:
Definition 4.4. An isogeny between elliptic curves E/K and E ′ /K is a
regular map ψ : E/K → E ′ /K that is either non-constant and maps 0E →
0E ′ or zero-morphism ψ(P ) → 0E ′ , P ∈ E/K. Two elliptic curves are called
isogenous if an isogeny between them exists. Degree of isogeny ψ can be
defined as the size of its kernel.
Some of the isogenies we already encountered are curve isomorphisms.
Other isogenies are maps [n], n ∈ N. Following theorem gives a connection
between isogenies and group structure of elliptic curve:
Theorem 10. Let E/K and E ′ /K be isogenous elliptic curves over K under
some isogeny ψ. Then ψ is also a group homomorphism between E(K) to
E ′ (K).
Proof. Proof can be found in [24, pages 75-76].
Isogeny between elliptic curves defines an equivalence relation. Also, in
case an isogeny ψ : E/K → E ′ /K is of degree n, then there exists dual
isogeny ψ̃ : E ′ /K → E/K such that ψ̃ ◦ ψ = [n] on E/K and ψ ◦ ψ̃ = [n]
on E ′ /K. In this case we say that E/K and E ′ /K are n-isogenous, and this
defines equivalence relation between elliptic curves as well.
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Class of n-isogenous elliptic curves can be studied with so called classical
modular curves. One of the equivalent ways to define classical modular curve
is the following:
Definition 4.5. Let n ∈ N. Then, n-th classical modular curve is an
irreducible plane algebraic curve given by equation
Φn (x, y) = 0,

(47)

such that (x, y) = (j(q n ), j(q)), and j(q) is j-invariant of some elliptic curve.
Following theorem gives relation between elliptic curves defined over C,
and n-isogenies:
Theorem 11. Let E/C and E ′ /C be two elliptic curves with j-invariants jE
and jE ′ . Then Φn (jE , jE ′ ) = 0 if and only if there exists isogeny from E/C
to E ′ /C whose kernel is cyclic of degree n.
In case an elliptic curve is E/Fp , and given ℓ prime and ℓ ̸= p, we have
that E[ℓ] = Fℓ × Fℓ . Then, the zeros of polynomials Φℓ (x, jE ) will be exactly
j-invariants of ℓ + 1 cyclic subgroups of E[ℓ]/Ci , i = 0, 1, ..., ℓ.

5

Schoof-Elkies-Atkin algorithm

Schoof-Elkies-Atkin (SEA) algorithm is an improvement of the Schoof’s algorithm. The algorithm was developed by carefully analyzing the characteristic
equation of Frobenius endomorphism χℓ (ϕp ) = ϕ2p ⊖ [tℓ ]ϕp ⊕ [pℓ ] = 0E . First
observation is that E[ℓ] has module structure Zℓ × Zℓ , and that ϕp : E[ℓ] →
E[ℓ] can be seen as a linear mapping.
Let us denote with λ and µ the eigenvalues of characteristic polynomial
χℓ (ϕp ). Then, we have that tℓ = µ + λ and pℓ = µλ. Idea of SEA algorithm
is to analyze the characteristic equation to see if polynomial χℓ (ϕp ) can be
factored, and use this information to calculate tℓ . To begin, we give the
following definition:
Definition 5.1. Let ∆ = t2ℓ −4pℓ ∈ Fℓ be a discriminant of the characteristic
polynommial of Frobenius endomorphism χℓ (ϕp ), where Frobenius endomorphism is defined over some curve E/Fp and ℓ is a prime and ℓ ̸= p. If ∆ is a
square in Fℓ , we call ℓ Elkies prime. Otherwise, we call ℓ Atkin prime.
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We see that whether a prime ℓ can be considered Elkies or Atkin depends on the choice of the curve E/Fp . Unfortunately, characteristic equation χℓ (ϕp ) can not be directly used for determining whether ℓ is Elkies or
Atkin since we don’t know the value of tℓ beforehand. For this we need to
use modular curves, which are given in section 4.2, in a theorem that is one
of the crucial parts of the Schoof-Elkies-Atkin algorithm:
Theorem 12 (Atkin). Let E be an ordinary elliptic curve defined over Fp
with j-invariant j ̸= 0 and j ̸= 1728. Let Φℓ (x, j) = h1 h2 · · · hs be the
factorization of Φℓ (x, j) ∈ Fp [x]. Then there are following possibilities for
degrees of polynomials h1 , h2 , ..., hs :
1. (1, 1, . . . , 1) or (1, l). In either case t2 − 4p ≡ 0 (mod l). In the first
case we set r = 1, and in the second r = l.
2. (1, 1, r, r, r, . . . , r). In this case t2 − 4p is
modulo l, r divides
[ a square
]
λ 0
l − 1, and ϕp acts as a diagonal matrix
0 µ
3. (r, r, . . . , r) for some r > 1. In this case t2 − 4p is a non-square in Fl , r
divides l + 1.
In any case, r is the order of ϕp in the projective general linear group
P GL2 (Fl ), and the trace of Frobenius satisfies
t2 ≡ p(ζ + 2 + ζ −1 )

(mod l),

(48)

where ζ is primitive r-th root of unity in Fl . The number of irreducible
factors s satisfies
(p)
(−1)s =
.
(49)
l
In case we encounter first or second case, the prime ℓ is Elkies, and
otherwise it is Atkin. For checking which of these options is true it is enough
to calculate gcd(Φℓ (x, j), xp − x) to find whether Φℓ (x, j) has any roots in
Fp . The procedure for treating Atkin and Elkies primes is entirely different,
so we describe them independently in the next two sections.
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5.1

Treatment of Atkin primes

In case ℓ is Atkin prime, from the theorem 12 we know that
t2 ≡ p(ζ + 2 + ζ −1 )

(mod l),

(50)

where ζ is r-th root of unity in Fℓ . Let us prove now that actually ζ ∈ Fℓ2 .
From Atkin’s classification theorem we know that Φℓ (x, j) is of degree ℓ+1 in
x, and because the Atkin case is the third from the theorem we have r|ℓ + 1,
2
or differently rs = ℓ + 1 for some s ∈ N. But then ζ ℓ −1 = ζ (ℓ−1)(ℓ+1) =
ζ rs(ℓ−1) = 1, and therefore ζ ∈ Fℓ2 .
All possible r-th roots of unity in Fℓ2 can be calculated in the following
2
way. Let g be generator of the multiplicative group F∗ℓ2 . Then ζ0 = g (l −1)/r
is r-th primitive root of unity. Other primitive roots can be found as ζi = ζ0i ,
where√i is relatively
√ prime to r and 1 ≤ i < r. Finite field Fℓ2 is isomorphic
to Fℓ ( d), where d is non-square in Fℓ . Since for SEA algorithm we usually
use values of ℓ < 200, we can precompute values of d and g. Finally, from
equation (48) we can generate all possible candidates for t2ℓ , by calculating
p(ζ + 2 + ζ −1 ). Note that we need only first half of the values ζi , since all
others will be exactly inverses of the first half. Then, for those candidates
that are square2 in Fℓ (there must be at least one such candidate), we solve
the quadratic equation (50) to get solution using Tonelli-Shanks algorithm
[23, 26]. Then, from this we form the list Tℓ containing all the possible values
of tℓ .
Unfortunately, there exists no procedure that can reduce number of the
candidates even further. Anyway, the information gathered in such a way is
still useful, since it decreases number of possibilities for tℓ , and thus for t as
well. Also, the procedure in case ℓ is Atkin prime is very fast compared to
the Elkies case, and thus gathering information in this way does not hurt the
performance very much.
To conclude this section, let us discuss how we can find r efficiently. Since
we are in Atkin case, classification theorem gave us gcd(Φℓ (x, j), xp − x) = 1.
From that theorem we also know that Φℓ (x, j) splits to s polynomials of
order r. Thus, all the roots of polynomial Φℓ (x, j) belong to Fpr , and r is
2

Checking whether the candidates are square can be done very fast using Legendre
symbol.
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smallest number having this property. Therefore, to find r we can compute
i
i
i
gcd(Φℓ (x, j), xp − x) until we find i such that gcd(Φℓ (x, j), xp − x) = xp −
i
x. Since calculating gcd(Φℓ (x, j), xp − x)) is very expensive, we can use
i
i+1
intermediate results gcd(Φℓ (x, j), xp ) to compute gcd(Φℓ (x, j), xp ) as :
gcd(Φℓ (x, j), xp

i+1

i

) = gcd(Φℓ (x, j), (xp )p ).

(51)

Another way number r can be found is with a help of Berlekamp matrices.
Using them we can count the number of irreducible factors of polynomial
Φℓ (x, j), which we have denoted s, and then r can be calculated with r =
(l + 1)/s.
In order to calculate s, we first compute the matrix Q = (qi,j )ℓi,j=0 in
which the coefficients qi,j ∈ Fp are found as
xip ≡qi,0 + qi,1 x + . . . + qi,ℓ xℓ

(mod Φℓ (x, j)).

(52)

Note that once the xp (mod Φℓ (x, j)) is known, the matrix Q can be constructed in O(ℓ) polynomial multiplications and reductions (mod Φℓ (x, j)),
by iteratively computing xp , x2p ≡ xp · xp , x3p = x2p · xp and so on. Now, the
number of irreducible factors s can be found as s = ℓ + 2 − m, where m is
rank of the matrix (Q − I), and I is a diagonal matrix.
Assuming that gcd(Φℓ (x, j), xp ) is already calculated, the first approach
(using fast arithmetic) has complexity of O(r log(p)2 ℓ log(ℓ)), while the second can be executed in O(ℓ3 log(p)). Actually, the second method is much
faster because typically r ∼ ℓ/2, and fast arithmetic is interesting only for
large values of log(p).

5.2

Treatment of Elkies primes

In case ℓ is Elkies prime, we saw that in E[ℓ] Frobenius endomorphism reduces
as:
(ϕp − [λ])(ϕp − [µ]) = 0,
for some λ, µ ∈ Fℓ . Since λ, µ are eigenvalues of Frobenius endomorphism,
there exists some point P ∈ E[ℓ] such that ϕp (P ) ∈ ⟨P ⟩, and thus ϕp (⟨P ⟩) =
⟨P ⟩. In Elkies case we aim to find one of the eigenvalues λ or µ, and then
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to calculate the other by using pℓ = λµ. Finally, we will find tℓ by exploiting
tℓ = λ + µ.
Now, the question is how we can find any of the eigenvalues. Since they
are symmetric, from now on we will assume we are searching for eigenvalue
µ. We know that in some subgroup C = ⟨P ⟩ equation ϕp − [µ] = 0 holds.
Then, idea of Elkies step is to check this equation for a subgroup C in a
similar way as in Schoof’s step, but instead of ℓ2 − 1 relevant points of E[ℓ]
we can check this equation only for ℓ−1 points of C. Let us denote with gℓ (x)
the polynomial whose roots are exactly x-coordinates of non-trivial points in
C. Then, since division polynomial ψℓ has roots that are x-coordinates of
all non-trivial points in E[ℓ], we necessarily have that gℓ |ψℓ . Furthermore,
because first (ℓ − 1)/2 points of C will have the same x-coordinates as the
second (ℓ − 1)/2, the polynomial gℓ will actually be of degree (ℓ − 1)/2.
Now, remaining question we need to answer is how to compute polynomial
gℓ in an efficient way. For this, we first note that C is a subgroup of E[ℓ]
and remark that C is actually a kernel of some ℓ-isogeny φ between E/Fp
and some Ẽ/Fp . From theorem 11 we know that j-invariant of Ẽ/Fp is
actually a root of polynomial Φℓ (x, j). Let us denote j-invariant of curve
Ẽ/Fp : y 2 = x3 + ãx + b̃ with ȷ̃. Knowing the value of ȷ̃, let us show how to
find coefficients ã, b̃.
∑
For this, we first define formal derivative of Laurent series f (q) =
an q n
n
∑
to be f ′ (q) = q ∂f
=
nan q n . Then, we have following result:
∂q
n

Theorem 13. The following identities hold in Z[[q]]:
j′
E6
j′
E 2 j ′′
1
1 E42 2 E6
=− ,
= − 4,
=
E
−
−
2
j
E4 j − 1728
E6
j′
6
2 E6 3 E4

(53)

Proof. Proof can be found in [22, page 244].
As noted in [22], values of E2 (q), E4 (q), E6 (q) are actually elements in
ring of integers OK , where K is some field. Then, there exist a prime ideal
B ⊆ OK such that OK /B ∼
= Fp . From [22, page 245] we can state that:
E4 (q) ≡ −48a4 (mod B),

E6 (q) ≡ 864a6 (mod B),

(54)

which gives us a connection between the value of q = e2iπτ of some lattice
Λτ , and coefficients for a Weierstrass equation of a curve. Previous relation
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works in case j ̸= 0, 1728 as usual. Thus, with knowing the value of j and
j ′ we can easily calculate coefficients E4 , E6 from equation (53) and then by
(54) we can proceed and calculate a4 and a6 as:
a4 = −

1
j ′2
,
48 j(j − 1728)

a6 = −

1
j ′3
864 j 2 (j − 1728)

(55)

For ℓ-isogenous curve Ẽ/Fp we already have ȷ̃, and to get coefficients ã4 , ã6 it
is enough to find value of ȷ̃′ . From now on, we shorten the notation by using
Φ for Φℓ , and denote with Φx and Φy partial derivatives of Φ with respect
to the first and the second variable, respectively. Value ȷ̃′ can be found by
differentiating equation 0 = Φ(j, ȷ̃) = Φ(j(q), j(q ℓ )) to get :
j ′ Φx (j, ȷ̃) + ℓȷ̃′ Φy (j, ȷ̃) = 0,

(56)

from where we obtain ȷ̃′ = −j ′ Φx (j, ȷ̃)/(ℓΦy (j, ȷ̃)).
Now that we have constructed isogenous curve Ẽ/Fp , we aim to find
a polynomial gℓ that will describe a kernel of isogeny φ. Schoof in [22]
found it easier to work with curve isomorphic to Ẽ/Fp given by Ê/Fp : y 2 =
x3 + âx + b̂, where â = ãl4 , b̂ = b̃l6 . Method for computation of polynomial
gℓ was found by studying special relation between gℓ and Weierstrass elliptic
function ℘. As before, let Λτ be a lattice associated to a curve E, and let
reduced Weierstrass equation be given with
∞
1 ∑
℘(z) = 2
cn z 2n ,
z n=1

(57)

where coefficients cn can by computed with:
∑
a
b
3
c1 = − , c 2 = − , c n =
cj cn−1−j , for n ≥ 3.
5
7
(n − 2)(2n + 3) j=1
n−2

(58)

In case p is not very big, calculations of coefficients cn might fail, in which
case we need to turn to some other methods. But for SEA algorithm we are
interested for p very large, and thus we can assume that these coefficients
can be calculated.
The following theorem given by Elkies shows us how the coefficients of
polynomial gℓ can be calculated:
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Theorem 14. Let ψ be an ℓ-isogeny between curves E and Ê which has
C as its kernel, and and let gℓ be a polynomial which roots are exactly xcoordinates of cyclic group C. Then:
(
)
∞
∑
1
ĉ
−
ℓc
n
k
z ℓ−1 gℓ (℘(z)) = exp − p1 z 2 −
z 2n+2 ,
(59)
2
(2n
+
1)(2n
+
2)
n=1
where Weierstrass elliptic function and coefficients cn are as defined in (57)
and (58), respectively, and p1 is sum of all distinct x-coordinates points in C
and can be calculated with
(
(
( (
)
))
)
1 j ′′
ȷ̃′′
1 E42
Ẽ42
1 E6
Ẽ6
−ℓ ′ +
−ℓ
−ℓ
p1 = ℓ
+
.
(60)
2 j′
ȷ̃
4 E6
3 E4
Ẽ6
Ẽ4
′′

′′

Value jj ′ − ℓ ȷ̂ȷ̂′ can be evaluated by differentiating equation Φ(j, ȷ̂) = 0 two
times. Doing this gives us:
j ′′
j ′2 Φxx (j, j̃) + ℓj ′ ȷ̃′ Φxy (j, ȷ̃) + ℓ2 ȷ̃′2 Φyy (j, ȷ̃)
ȷ̃′′
−ℓ ′ =
.
j′
ȷ̃
j ′ Φx (j, ȷ̃)

(61)

We also give pseudocode in which all steps necessary for generating polynomial gℓ are shown.
After calculating polynomial gℓ , we can proceed in fairly similar way
as in Schoof’s algorithm, only that now instead of division polynomial ψℓ of
degree (ℓ2 −1)/2 we use much smaller polynomial gℓ of degree (ℓ−1)/2. Also,
instead of checking characteristic equation of Frobenius endomorphism, we
check equation:
ϕp (x, y) − [µ](x, y) = 0
since it has simpler form and as we have assumed it is true for all elements
P = (x, y) ∈ C.

26

Algorithm 1 Generation of Elkies modular polynomial(Source code provided by Andrew Sutherland)
Input: p; a, b ∈ Fp ; ℓ > 2, ℓ prime, j, j̃ ∈ Fp .
Output: ã, b̃, gℓ (x)
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:

Compute Φx , Φx x, Φy , Φyy , Φxy .
Let m = 18b/a, j ′ = mj, and k = j ′ /(1827 − j).
Let ȷ̃′ = −j ′ Φx /(ℓΦy ), m̃ = ȷ̃′ /ȷ̃, and k̃ = ȷ̃′ /(1728 − ȷ̃)
Define ã = ℓ4 m̃k̃/48 and b = ℓ6 m̃2 k̃/864
Let r = −(j ′2 Φxx + 2ℓj ′ ȷ̃′ Φxy + ℓ2 ȷ̃′2 Φyy )/(j ′ Φx )
Define p1 = ℓ(r/2 + (k − ℓk̃)/4 + (ℓm̃ − m)/3)
Let d = (ℓ − 1)/2
Let t0 = d, t1 = p1 /2, t2 = ((1 − 10d)a − ã)/30, and t3 = ((1 − 28d)b −
42t1 a − b̃)/70
Let c0 = 0, c1 = 6t2 + 2at0 , c2 = 10t3 + 6at1 + 4bt0
for n = 2 to d − 1 do
n−1
∑
Define s =
ci cn−i
i=1

Let
cn+1 =

3s − (2n − 1)(n − 1)acn−1 − (2n − 2)(n − 2)bcn−2
(n − 1)(2n + 5)

end for
14: for n = 3 to d − 1 do
15:
Let
13:

tn+1 =

cn − (4n − 2)atn−1 − (4n − 4)btn−2
4n + 2

end for
17: Let s0 = 1
18: for n = 1 to d do
n
∑
(−1)i ti sn−i
19:
Let sn = −1
n
16:

20:

end for

21:

return gℓ =

i=1

d
∑

(−1)i si xd−i

i=0
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5.3

Putting the information together

After we have gathered enough information from Atkin and Elkies steps
∏
√
(which happens when ℓ > 4 p), we can proceed and calculate the trace of
Frobenius endomorphism t. We do this by using Chinese remainder theorem,
but we need to make small adjustments because from Atkin steps we have
actually multiple candidates for value of tℓ .
Let us denote with mE product of all processed Elkies primes. Using
Chinese remainder theorem we can find tE ≡ t (mod mE ). For treating
Atkin primes we take inspiration from Shanks baby-step/giant-step(BSGS)
algorithm. First, let us denote with Tℓ the list of all possible candidates for
tℓ calculated for some Atkin prime ℓ. Then, we split all calculated sets Tℓ
into two collections of similar sizes, A1 and A2 . When we say we want these
collections to be of similar sizes, we actually ask for values:
∏
∏
s1 =
|Tℓ |,
s2 =
|Tℓ |,
Tℓ ∈A1

Tℓ ∈A2

where |Tℓ | is cardinality of Tℓ , to be as close to each other as possible.
∏
∏
Furthermore, let us write with m1 =
ℓ and m2 =
ℓ. Then we
Tℓ ∈A1

know that the trace of Frobenius endomorphism satisfies:
t ≡ t1 (mod m1 ),

Tℓ ∈A2

t ≡ t2 (mod m2 ),

(62)

for some t1 , t2 that can be reconstructed from sets Tℓ by using Chinese remainder theorem.
Because m1 and m2 are relatively prime we know that t can be represented
as
t = tE + mE (m1 r2 + m2 r1 ),
(63)
for some r1 , r2 ∈ Z. Taking this equation modulo m1 and m2 , we get
r1 ≡

t1 − tE
(mod m1 ),
mE m2

r2 ≡

t2 − tE
(mod m2 ).
mE m1

(64)

Using t1 and t2 we can calculate candidates for r1 and r2 . But this is not
yet very useful for reconstructing the value t, because these are given only
modulo m1 , m2 , and thus there are infinitely many possibilities for them.
Following theorem will give us suitable bounds:
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Theorem 15. Let us assume that tE is such that 0 ≤ tE < mE , and |r1 | ≤
⌊ m21 ⌋. Then we have that |r2 | ≤ m2 .
Proof. From equation (63) we have that r2 =
√
√
m1 m2 mE > 4 p and |t| ≤ 2 p we have

t−tE −mE m2 r1
.
mE m1

Then, because

√
2 p
|t| + |tE | + mE m2 |r1 |
1
m2
|r2 | ≤
≤
+
+
mE m1
mE m1 m1
2
m2
1
m2
1
≤
+
+
= m2 +
.
2
m1
2
m1

(65)

From here we have directly |r2 | ≤ m2 , which concludes the proof.
We know that the relation between order of a group E(Fp ) and trace is
given by |E(Fp )| = p + 1 − t. Therefore, for any point P ∈ E(Fp ) we have
that
[p + 1]P = [t]P = [tE + mE (m1 r2 + m2 r1 )]P,
(66)
or, equivalently
[p + 1 − tE − m2 r1 ]P = [mE m1 r2 ]P.

(67)

Now, to see if given pair of candidates (r1 , r2 ) is good we can check this
equation for some random P ∈ E(Fp ). We do this using BSGS strategy.
First, after picking random point P we generate [p + 1 − tE ]P , from which we
subtract all [m2 r1 ]P , where r1 is chosen from equation (64) and |r1 | < ⌊ m21 ⌋.
The result of this step is a set of all possible values for left hand side of
equation (67), which we store in data structure and keep the values sorted in
order to allow for quick searching. Then, for every candidate r2 , we calculate
the value of the right hand side [mE m1 r2 ]P and check if it matches any of the
values in our sorted structure representing left hand side. In case of match,
we can easily recover t using values of r1 and r2 .

5.4

Using Atkin modular polynomials

Classical modular polynomials used for Atkin’s classification theorem and
for calculating isogeny in Elkies step have huge coefficients, which considerably impacts the performance of the algorithm. While they are originally
proposed for SEA algorithm, research that followed introduced other more
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suitable alternatives. Popular choices are canonical modular polynomials,
Atkin modular polynomials, or Webber modular polynomials. Fastest point
counting was done with Webber polynomials [25]. These polynomials can
be used only for special types of fields, and computation shows that curves
defined over these fields have order divisible by two. As discussed before, we
are interested in checking whether order of a curve is a large prime, and thus
Webber polynomials are not applicable in our setting. Hence, we decide to
use Atkin polynomials as common choice for various softwares implementing
SEA algorithm (one of them being PARI/GP).
Atkin modular polynomials have same splitting properties as the classical
modular polynomials, and thus they can be used in the same fashion for Atkin
classification theorem as well as in the Atkin steps. Only difference we need
to take care of is the calculation of invariant ȷ̃ and derivatives related to it.
For Atkin modular polynomial Ψ(f, j), we have that:
Ψ(f, j) = 0,

(68)

where f is a solution of a polynomial equation and can be seen as a modular
function. For such f , every ℓ-isomorphic curve will have invariant ȷ̃ satisfying:
Ψ(f, ȷ̃) = 0.

(69)

So, to find value of ȷ̃, we need to first calculate value of fE by solving equation
Ψ(fE , j) = 0 in Fp . Since we are in Elkies case this equation will be at
most quadratic, and thus it will be easy to find at least one solution fE .
Calculating ȷ̃ will be done by searching for all zeros of Ψ(fE , ȷ̃) in Fp different
than j. Also, since we are interested in finding specific isogeny which kernel
is invariant to Frobenius endomorphism, after calculation of gℓ we need to
prove that we have found good ȷ̃ by checking whether gℓ divides division
polynomial ψℓ . Also note that here we can construct division polynomial in
Fp [x]/⟨gℓ ⟩. Furthermore, we can save all necessary terms used in construction
of division polynomials that can be reused later for finding rational expression
for [n](x, y), n ∈ N.
( ′′
)
′′
Now, given j, j ′ and ȷ̃, let us show how to compute ȷ̃′ and also jj ′ − ℓ ȷ̃ȷ̃′ ,
which is only other place in explained SEA algorithm we need to adapt. We
take modular function fE to be fE = f (q), and use notation f and j to mean
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both modular forms j = j(q), f = f (q) and values in Fp . Differentiating
equations (68) and (69) we get
f ′ Ψf (f, j) + j ′ Ψj (f, j) = 0,

f ′ Ψf (f, ȷ̃) + ℓȷ̃′ Ψj (f, ȷ̃),

(70)

from where we conclude f ′ = −j ′ Φj (f, j)/Φf (f, j), and thus
ȷ̃′ = −f ′

Φf (f, ȷ̃)
j ′ Φj (f, j) Φf (f, ȷ̃)
=
.
ℓΦj (f, ȷ̃)
Φf (f, j) ℓΦj (f, ȷ̃)

(71)

Differentiating equations in (70) one more time, we get:
f ′′ Ψf (f, j) + f ′2 Ψf f (f, j) + 2f ′ j ′ Ψf j (f, j) + j ′′ Ψj (f, j) + j ′2 Ψjj (f, j) = 0,
f ′′ Ψf (f, ȷ̃) + f ′2 Ψf f (f, ȷ̃) + 2ℓf ′ ȷ̃′ Ψf j (f, ȷ̃) + ℓ2 ȷ̃′′ Ψj (f, ȷ̃) + ℓ2 ȷ̃′2 Ψjj (f, ȷ̃) = 0.
(72)
Then, by using these two equations we can compute:
( ′′
)
( ′2
)
j
ȷ̃′′
1
−ℓ ′ =− ′
f Φf f (f, ȷ̃) + 2ℓf ′ ȷ̃′ Φf j (f, ȷ̃) + ℓ2 ȷ̃′2 Φjj (f, ȷ̃)
′
j
ȷ̃
f Φf (f, ȷ̃)
(
)
f ′2
1
′
′
j Φjj (f, j) + 2f Φf j (f, j) + ′ Φf f (f, j) .
−
Φj (f, j)
j
(73)
The changes mentioned in this section will affect lines 3 and 5 of pseudocode
for generating gℓ . For line 3, value of ȷ̃′ should be calculated as in (71), while
in line 5 we should set r as in the right hand side of equation (73).

5.5

Implementation and comments

The SEA algorithm variant described in this paper was implemented in SAGE
mathematical software. The SAGE was chosen due to its simplicity, in hope
that the code will be easy to upgrade and maintain. Also, author believes
that it is the first open source SAGE implementation of SEA algorithm,
and thus hopefully it will be useful for researchers wanting to quickly check
impact of their ideas on the SEA algorithm.
Unfortunately, there have been spotted downsides of using SAGE software
as well. Because it is based on Python, most of the code is not optimized
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in the best way which results in considerably slower performances compared
to the implementations in compiled programming languages such as C. In
comparison to PARI/GP code, the algorithm implemented in this project
performs on average 10 to 20 times slower. The performance was slightly
improved by cythonizing the code, but only by about 20%.
We have also implemented early-abort strategy for the algorithm. The
idea is that when we want to check whether a given curve is safe for cryptographic use, we are interested to check whether it has prime number of
points for some large prime. Thus, in case we detect during execution of
our algorithm that a curve is divisible by a small prime, we can immediately
reject the curve as unsafe. Early-abort strategy is implemented for Elkies
stage of algorithm, since at every Elkies step we have calculated
t = p + 1 − |E(Fp )| (mod ℓ),
and thus we can escape each time we calculate for some Elkies prime ℓ that
p + 1 − t ≡ 0 (mod ℓ). Another safety requirement is that a twist of elliptic
curve is also prime number, and we can easily include this requirement into
early-abort stragey for Elkies primes knowing that quadratic twist has p+1+t
rational points.
The code is available for download from github repository: https://
github.com/StankovicAleksa/SEA-SAGE.

6

Conclusion

In this paper we have discussed implementation of Schoof-Elkies-Atkin algorithm. The algorithm is developed for special purpose of checking whether
given elliptic curve or its twist has prime number of rational points, which
find its importance in cryptography. While most of the steps respected standard procedure of SEA algorithm, for the sake of performance algorithm was
implemented with early detection of curves whose order is divisible by small
primes, for which we have aborted the full calculation.
While the algorithm is slow compared to variant implemented in C, it is
still useful for checking the number of points for reasonably large curves, as
well as for quickly rejecting curves whose order is divisible by small primes.
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Furthermore, for ensuring the end users that curve which they use for encryption/decryption is indeed safe, it is useful to provide a code that is easier
to understand and which they can check. And indeed Python based code is
quite suitable for this as well, since it tends to be more readable compared
to codes written in most other languages.
Finally, we note that there are numerous possible upgrades for this algorithm. First of all, we might want to check underlying SAGE implementation
of routines to see where the performance losses come from. On more theoretical side, for Atkin values of ℓ (usually ℓ < 13) it can be interesting
to see if using Schoof’s algorithm will be more suitable then using Atkin’s
approach. Finally, we might want to consider implementing the strategy
revolving around isogeny cycles [8] for calculating value of trace t modulo
powers of ℓn , again for ℓ chosen reasonably small and with n ≤ 4 .
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